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Double-layered Cyber-physical Cooperative Emergency Control-strategy-adjustment Method to

Prevent Power-system Cyber Attacks
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Abstract: Owing to significant developments in information
communication technology (ICT), power systems have evolved
to become typical examples of cyber-physical systems (CPSs).
Despite the development of intelligent power-system control
functions, cyber-physical power systems (CPPSs) remain
susceptible to potential cyber attacks. This study analyzes the
impacts of CPPS cyber-attacks based on the correlation matrix
model. A double-layered cyber-physical cooperative control-
strategy-adjustment method is proposed considering the status
of cyber modules and physical devices affected by cyber attacks.
The feasibility and effectiveness of the proposed method are
verified using the standard IEEE system.

Keywords: cyber-physical power system; cyber attacks;
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Fig. 2 Function model of secondary equipment
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Fig.3 Correlation modeling of CPPS
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Table 2 Comparison of the system recovery process in all scenarios
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Fig. 8 Frequency recovery process in 3 scenarios
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