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Abstract: The CAN protocol is used to communicate data
between electric vehicles and the charger adopts. However,
the protocol is a broadcasting protocol without authentication
scheme, lacks encryption function and CAN frame does not
contain the source address and the destination address, which
makes it possible for hackers to carry out replay attack, which
makes the energy interconnection face huge risk. In order to
verify the security problems of CAN communication protocol,
this paper uses STM32F767, usb-can converter and PC to build
the hardware environment of CAN communication. In order to
enhance the security of CAN protocol, an algorithm of adding
random Numbers to resist replay attack is proposed. Under the
experimental environment of Eclipse, the normal charging,
replay attack and defense by adding random Numbers of electric
vehicles are simulated. Experimental results show that this
method can effectively enhance the ability of CAN bus to resist
replay attack.
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Fig. 1 CAN bus system structure
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