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Vulnerability Assessment of Cyber Physical Power System Considering Cyber Nodes Failure
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Abstract: As a result of deep integration of information systems
and power grids, existing grid systems are developing into a
form of cyber physical power system that can deal with physical
damage as well as cyber attacks. This study considered threats
in a power grid and formulates a fault model in which the
information system and the physical layer are coupled with each
other. Furthermore, an assessment index is proposed taking the
importance of grid nodes and the topology of the information
network into consideration. A simulation is performed in which
the attacker attacks the high-index nodes and causes them
to fail. The grid is optimized for minimum load reduction to
identify the vulnerable links of the coupled network based on
the proposed indicators. The IEEE-30 node system is used as an
example. Simulation results show that the information physical
network has high robustness against random attacks and high
vulnerability when the high-index nodes are attacked.

Keywords: cyber physical power system; vulnerability
assessment; integrated modeling
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Fig. 1 Interdependent network model
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